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WEARABLE DEVICE AND ASSOCIATED
CONTROL METHOD

CROSS REFERENCE TO RELATED
APPLICATIONS

This Application claims priority of China Patent Appli-
cation No. 201410465224 X, filed on Sep. 12, 2014, the
entirety of which is incorporated by reference herein.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to fingerprint recognition,
and, in particular, to a wearable device capable of integrating
fingerprint recognition and pulse recognition.

2. Description of the Related Art

With advances in technology, wearable devices have
become more and more popular. However, a certain level of
security is required when a user performs some specific
operations on a wearable device. A conventional wearable
device is usually equipped with a single function to recog-
nize the user’s identity. Furthermore, another unauthorized
user can freely operate the conventional wearable device
after the conventional wearable device is unlocked. This
may result in misuse of the conventional wearable device.
Therefore, a wearable device having a higher level of
security protection is needed to overcome the misuse issues
of the conventional wearable devices.

BRIEF SUMMARY OF THE INVENTION

A detailed description is given in the following embodi-
ments with reference to the accompanying drawings.

In an exemplary embodiment, a wearable device is pro-
vided. The wearable device includes: a fingerprint recogni-
tion apparatus; a pulse sensor for detecting pulse informa-
tion of a user; and a processor for determining whether the
user is wearing the wearable device according to the pulse
information detected by the pulse sensor. When the proces-
sor determines that the user is wearing the wearable device,
the processor performs a first time of first fingerprint rec-
ognition and a pulse recognition to the user according to a
fingerprint image detected by the fingerprint recognition
apparatus and the pulse information detected by the pulse
sensor, respectively. When the processor determines that the
first time of fingerprint recognition and the pulse recognition
are approved, the processor controls the wearable device to
enter a first working state from a locked state.

In another exemplary embodiment, a control method for
a wearable device is provided. The wearable device com-
prises a fingerprint recognition apparatus and a pulse sensor.
The method comprises the steps of: determining whether the
user is wearing the wearable device according to the pulse
information detected by the pulse sensor; when it is deter-
mined that the user is wearing the wearable device, per-
forming a first time of fingerprint recognition and a pulse
recognition to the user according to a fingerprint image
detected by the fingerprint recognition apparatus and the
pulse information detected by the pulse sensor, respectively;
and when it is determined that the first time of fingerprint
recognition and the pulse recognition are approved, control-
ling the wearable device to enter a first working state from
a locked state.
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2
BRIEF DESCRIPTION OF THE DRAWINGS

The present invention can be more fully understood by
reading the subsequent detailed description and examples
with references made to the accompanying drawings,
wherein:

FIG. 1 is a block diagram of a wearable device in
accordance with an embodiment of the invention; and

FIG. 2 is a flow chart of a control method for a wearable
device in accordance with an embodiment of the invention.

DETAILED DESCRIPTION OF THE
INVENTION

The following description is of the best-contemplated
mode of carrying out the invention. This description is made
for the purpose of illustrating the general principles of the
invention and should not be taken in a limiting sense. The
scope of the invention is best determined by reference to the
appended claims.

FIG. 1 is a block diagram of a wearable device in
accordance with an embodiment of the invention. As shown
in FIG. 1, the wearable device 100 comprises a processor
110, a memory unit 120, a storage unit 130, a display unit
140, a fingerprint recognition apparatus 150, and a pulse
sensor 160. In an embodiment, the electronic device 100
may be a smartphone or a tablet PC. The storage unit 130
may be a non-volatile memory, such as a hard disk or a flash
memory, to store an operating system, applications, a user
fingerprint image and/or its biometric points, and user pulse
information. The processor may execute the operating sys-
tem and applications which are loaded into the memory unit
120, wherein the memory unit 120 may be a volatile
memory such as a dynamic random access memory
(DRAM). In an embodiment, the applications stored in the
storage unit 130 can be classified into two primary catego-
ries such as non-payment applications and payment appli-
cations. The non-payment applications include common
applications without requiring fingerprint recognition, and
applications requiring fingerprint recognition that are not for
payment purpose. The payment applications indicate appli-
cations for payment purpose and requiring fingerprint rec-
ognition.

The fingerprint recognition apparatus 150 may comprise
a fingerprint sensing array 151 which comprises a plurality
of fingerprint sensors for capturing a fingerprint image of a
user. The fingerprint sensors can be implemented by capaci-
tive sensors, thermal sensors, optical sensors, or ultrasonic
sensors, but the invention is not limited thereto. In some
embodiments, the fingerprint recognition apparatus 150 and
the display unit 140 can be integrated into a touch screen,
and the fingerprint sensors of the fingerprint sensing array
151 may switch between a touch detection mode and a
fingerprint detection mode. In some other embodiments, the
fingerprint recognition apparatus 150 is not integrated with
the display unit 140. Instead, the fingerprint recognition
apparatus 150 is deployed at a specific location of the
wearable device 100, such as a physical button or the side
surface of the wearable device 100. When the user is
wearing the wearable device 100, the pulse sensor 160
which closely contacts the skin or cloth of the user can be
used to detect and/or record the pulse of the user.

In some embodiments, the wearable device 100 may be,
for example, a smart watch, a smart wristband, or a smart
bracelet. In addition to the components shown in FIG. 1, the
wearable device 100 may further comprise a watchstrap, a
wristband, or a bracelet which is further utilized by the user
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to wear the wearable device 100 on his wrist, but the
invention is not limited thereto. In some embodiment, the
wearable device 100 may further comprise other accessories
being utilized to attach the wearable device 100 onto the
clothing or body of the user. For brief description, the
wearable device 100 is a smart watch for example in the
following embodiments.

In an embodiment, when the user is wearing the wearable
device 100, the user’s identity is verified by the wearable
device 100 using fingerprint recognition and pulse recogni-
tion. When the user’s identity is approved, the wearable
device 100 is unlocked and ready for operation by the user.
For example, when the user is wearing the wearable device
100, the processor 110 may compare the pulse information
detected by the pulse sensor 160 with the user pulse infor-
mation pre-stored in the storage unit 130. When the detected
pulse information matches the pre-stored user pulse infor-
mation, the processor 110 determines that the pulse recog-
nition is approved. When the detected pulse information
does not match the user pulse information, the processor 110
determines that the pulse recognition is not approved. In
addition, the processor 110 further utilizes the pulse infor-
mation currently detected by the pulse sensor 160 to deter-
mine whether the user is still wearing the wearable device
100. That is, when the pulse sensor 160 detects the pulse of
the user, it indicates that the user is wearing the wearable
device 100.

Specifically, while the processor 110 determines whether
the pulse information matches, the processor 110 may fur-
ther prompt the user to put his finger on the finger recog-
nition apparatus 150 to perform fingerprint recognition. For
example, when the user puts his finger on the fingerprint
recognition apparatus 150, the fingerprint recognition appa-
ratus 150 detects and captures a fingerprint image of the
user’s fingertip. The processor 110 calculates the biometric
points of the fingerprint image and compares the calculated
biometric points with the biometric points of the user’s
fingerprint image that has been pre-stored in the storage unit
130. When the calculated biometric points match the pre-
stored biometric points, the processor 110 determines that
the fingerprint recognition is approved.

In the aforementioned embodiment, the processor 110
further defines different security levels of operation for the
wearable device 100, such as working states with different
security levels. For example, the working states of the
wearable device 100 can be categorized into a first working
state and a second working state. The first working state is
a working state with a lower security level. After the user
wears the wearable device 100 and has been verified by
fingerprint recognition and pulse recognition, the wearable
device 100 will enter the first working state from the locked
state. When the wearable device 100 is in the first working
state, the user may freely execute non-payment applications
or perform operations requiring lower security level, such as
remotely activating appliances or lights at the user’s home
by the wearable device, but the invention is not limited
thereto. The second working state is a working state having
a higher security level that is for performing specific opera-
tions requiring a higher security level. When the wearable
device 100 is in the second working state, a second time of
fingerprint recognition is required to confirm the user’s
identity again. For example, when the wearable device 100
is in the second working state, the user may utilize the
wearable device 100 to execute payment applications for
payment, remotely unlock the door lock or a safe deposit at
the user’s home, or remotely unlock vehicles, but the
invention is not limited thereto. It should be noted that when
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the user is not wearing or takes off the wearable device 100,
the processor 110 may determine that the user is not wearing
the wearable device 100 according to the pulse information
from the pulse sensor 160, and control the wearable device
100 to enter a locked state.

In an embodiment, when the user is wearing the wearable
device 100 and the processor 110 has determined that the
user has been verified through fingerprint recognition and
pulse recognition, the processor 110 will unlock the wear-
able device 100 to enter the first working state with a lower
security level for the user to perform operations requiring a
lower security level or execute non-payment applications.
Each time when the user wants to perform a specific
operation requiring a higher security level, such as a pay-
ment transaction, the processor 110 may ask the user to
perform the second time of fingerprint recognition. After the
second time of fingerprint recognition has been approved,
the processor 110 control the wearable device 100 to enter
the second working state with a higher security level to
complete the specific operation. It should be noted that the
processor 110 will then control the wearable device 100 to
enter the first working state from the second working state
after the specific operation is completed.

FIG. 2 is a flow chart of a control method for a wearable
device in accordance with an embodiment of the invention.
Referring to both FIG. 1 and FIG. 2, in step S200, the
wearable device 100 is in a locked state. In step S201, it is
determined whether the user is wearing the wearable device
100 according to the pulse information detected by the pulse
sensor 160. If so, step S202 is performed. Otherwise, step
S200 is performed. In step S202, when it is determined that
the user is wearing the wearable device 100, a first time of
fingerprint recognition and a pulse recognition are per-
formed on the user. In step S204, it is determined whether
the first time of fingerprint recognition and the pulse recog-
nition are approved. If so, the wearable device 100 is
controlled to enter a first working state (step S206). Other-
wise, step S200 is performed. In step S208, it is determined
whether the user performs a specific operation requiring a
second time of fingerprint recognition (e.g. executing a
payment application for payment, or performing an unlock-
ing operation by the wearable device 100). If so, the second
time of fingerprint recognition is performed on the user (step
S210). Otherwise, step S216 is performed. In step S212, it
is determined whether the second time of fingerprint recog-
nition is approved. If so, the wearable device 100 is con-
trolled to enter the second working state to execute the
specific operation (step S214). Otherwise, step S208 is
performed. In step S216, it is determined whether the user
takes off the wearable device 100 (e.g. according to the pulse
information detected by the pulse sensor 160). If so, step
S200 is performed. Otherwise, step S208 is performed.

In view of the above, a wearable device and an associated
control method, which are capable of recognizing the user’s
identity by both the fingerprint recognition and pulse rec-
ognition, are provided in the invention, thereby increasing
the security during the use of the wearable device. In
addition, when the user wants to perform a specific operation
requiring a higher security level (e.g. a payment transaction
or performing an unlocking operation), fingerprint recogni-
tion is performed again to confirm the user’s identity,
thereby preventing misuse of the wearable device.

The methods, or certain aspects or portions thereof, may
take the form of a program code embodied in tangible
media, such as floppy diskettes, CD-ROMs, hard drives, or
any other machine-readable (e.g., computer-readable) stor-
age medium, or computer program products without limi-
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tation in external shape or form thereof, wherein, when the
program code is loaded into and executed by a machine,
such as a computer, the machine thereby becomes an appa-
ratus for practicing the methods. The methods may also be
embodied in the form of a program code transmitted over
some transmission medium, such as an electrical wire or a
cable, or through fiber optics, or via any other form of
transmission, wherein, when the program code is received
and loaded into and executed by a machine, such as a
computer, the machine becomes an apparatus for practicing
the disclosed methods. When implemented on a general-
purpose processor, the program code combines with the
processor to provide a unique apparatus that operates analo-
gously to application specific logic circuits.

While the invention has been described by way of
example and in terms of the preferred embodiments, it is to
be understood that the invention is not limited to the
disclosed embodiments. On the contrary, it is intended to
cover various modifications and similar arrangements (as
would be apparent to those skilled in the art). Therefore, the
scope of the appended claims should be accorded the
broadest interpretation so as to encompass all such modifi-
cations and similar arrangements.

What is claimed is:

1. A wearable device, comprising:

a fingerprint recognition apparatus;

a pulse sensor, for detecting pulse information of a user;
and

a processor, for determining whether the user is wearing
the wearable device according to the pulse information
detected by the pulse sensor,

wherein when the processor determines that the user is
wearing the wearable device, the processor performs a
first time of fingerprint recognition and a pulse recog-
nition on the user according to a fingerprint image
detected by the fingerprint recognition apparatus and
the pulse information detected by the pulse sensor,
respectively,

wherein when the processor determines that the first time
of fingerprint recognition and the pulse recognition are
approved, the processor controls the wearable device to
enter a first working state from a locked state,

wherein when the wearable device is in the first working
state, the processor further determines whether the user
performs a specific operation requiring a second time of
fingerprint recognition,

wherein when the processor determines that the second
time of fingerprint recognition is approved, the proces-
sor controls the wearable device to enter a second
working state to perform the specific operation,

wherein when the wearable device has completed the
specific operation in the second working state, the
processor controls the wearable device to enter the first
working state.

2. The wearable device as claimed in claim 1, wherein the

processor further determines whether the user takes off the
wearable device according to the pulse information, and

10

20

25

30

35

40

50

6

when the processor determines that the user has taken off the
wearable device, the processor controls the wearable device
to enter the locked state.

3. The wearable device as claimed in claim 1, wherein the
specific operation is executing a payment application for
payment by the wearable device.

4. The wearable device as claimed in claim 1, wherein the
specific operation is an unlock operation performed by the
wearable device.

5. The wearable device as claimed in claim 1, wherein the
processor compares the detected pulse information with
pre-stored user pulse information to verify the user’s identity
when performing the pulse recognition.

6. A control method for a wearable device, wherein the
wearable device comprises a fingerprint recognition appa-
ratus and a pulse sensor, the method comprising:

determining whether the user is wearing the wearable

device according to the pulse information detected by
the pulse sensor;

when it is determined that the user is wearing the wearable

device, performing a first time of fingerprint recogni-
tion and a pulse recognition to the user according to a
fingerprint image detected by the fingerprint recogni-
tion apparatus and the pulse information detected by
the pulse sensor, respectively;

when it is determined that the first time of fingerprint

recognition and the pulse recognition are approved,
controlling the wearable device to enter a first working
state from a locked state;
when the wearable device is in the first working state,
determining whether the user performs a specific opera-
tion requiring a second time of fingerprint recognition;

when it is determined that the second time of fingerprint
recognition is approved, controlling the wearable
device to enter a second working state to perform the
specific operation; and

when the wearable device has completed the specific

operation in the second working state, controlling the
wearable device to enter the first working state.

7. The control method as claimed in claim 6, further
comprising:

determining whether the user takes off the wearable

device according to the pulse information; and

when it is determined that the user has taken off the

wearable device, controlling the wearable to enter the
locked state.

8. The control method as claimed in claim 6, wherein the
specific operation is executing a payment application for
payment by the wearable device.

9. The control method as claimed in claim 6, wherein the
specific operation is performing a unlock operation by the
wearable device.

10. The control method as claimed in claim 6, further
comprising:

comparing the detected pulse information with the pre-

stored user pulse information to verify the user’s iden-

tity.



